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UFED V1.1.4.7 RELEASE NOTES

Cellebrite is proud to announce the release of UFED v1.1.4.7, adding exciting
features to the UFED Family of Products.

UFED LOGICAL RELEASE HIGHLIGHTS:

e iPhone 4 support

e 138 new mobile devices

e  Multiple Android devices added including Motorola,
Samsung and HTC

COMING
SOON

Introducing physical
support for 850+

UFED PHYSICAL PRO RELEASE HIGHLIGHTS: devices. This

e iPhone 4 support (File System Dump) ;‘:i‘l’l"i':;‘:gzzx‘;s:{‘gz’;

e BlackBerry email body and Messenger support physical support
e  Garmin GPS support as well as physical
support for additional

e Enhanced decoding for TomTom devices
e Extended Support for mobile devices and GPS

Android models.

iPHONE SUPPORT

The first Mobile Forensic System to launch support for the newest iPhone, the UFED System
now supports iPhone 4 through both Logical and File System Dump methods. Logical
extraction allows access to call logs, SMS, contacts, and deleted SMS. The File System Dump
feature adds access to the iPhone 4 file system as well as decoding of deleted phonebook
entries and call logs, and access to the iPhone’s SQlite databases.

iPhone

et Instant access to SQLite
databases. View contants
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BLACKBERRY EMAIL BODY AND MESSENGER SUPPORT

To support the growing usage of data applications on smartphones, this release extends
UFED’s coverage of the popular BlackBerry platform with support for BlackBerry email body,
BlackBerry Messenger and BlackBerry PIN messaging decoding.

BlackBerry email
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GARMIN GPS SUPPORT

UFED v1.1.4.7 adds physical extraction and decoding for Garmin, one of the key players in
the global GPS market. This release provides support for 34 new devices, including 2 marine
devices (GPSMAP 620, GPSMAP 640).

Physical Extraction for Garmin GPS is performed as a Mass Storage Device through the UFED
Physical Analyzer application interface.

The UFED Physical Analyzer provides decoding for GPS Fixes and Entered Locations, together
with their Date & Time stamps and Track names.

GPS Fixes and Track Names may be visualized on Google Earth or Google Maps.

The UFED Physical Analyzer also allows full access to the extracted binary file and file system.

Decoding of GPS Fixes with Date & Time Stamps
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Visualization on Google Earth
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ENHANCED DECODING FOR TOMTOM DEVICES

This version of UFED introduces improved decoding for TomTom GPS, providing access to
more information and recovery of more deleted information. The UFED Physical Analyzer
is now able to recover both Journeys and Unallocated Locations. The improved decoding
enables recovery of more deleted information such as GPS Fixes and Journeys.

Unallocated Locations Decoded in UFED Physical Analyzer:
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EXTENDED SUPPORT FOR MOBILE DEVICES AND GPS

As with every release, Cellebrite provides new device support on all fronts. The following
table provides a summary of the new devices available since the previous software release
(UFED v1138).

Logical Extraction 138 2,451

Physical Dump 48 Mobile Phones 624 Mobile Phones
7 TomTom GPS 14 TomTom GPS
34 Garmin GPS 34 Garmin GPS
89 in Total 672 in Total

File System Dump 42 861

Password Extraction 16 608

LIST OF MOBILE DEVICES ADDED SINCE LAST RELEASE:

138 devices added to Logical Extraction

Acer Acer $100 Liquid Samsung CDMA SPH-M910 Intercept (Android)
Apple iPhone 4 Samsung GSM SGH-C280
Audiovox/UTStarcom/PCD  TXT-8040 Samsung GSM SGH-T359 )

Dopod Dopod T8388 Samsung GSM SGH-T479 Gravity 3

Garmin Garminfone Samsung GSM SGH-A501

HTC HTC Desire GSM/Bravo (Android) Samsung GSM SGH-T559 Comeback

HTC HTC Desire CDMA (Android) Samsung GSM SGH-T659 Scarlet

HTC HTC HD mini Samsung GSM SGH-T669 Gravity T

HTC HTC A9292 EVO 4G (Android) Samsung GSM SGH-AG87 Strive

T-Mobile Pulse Samsung GSM SGH-A697 Sunburst
T-Mobile myTouch 3G Slide (Android) Samsung GSM SGH-A711

Huawei 830i Samsung GSM SGH-J808E

Huawei U8220 Samsung GSM GT-16330C

Huawei U8230 A1 Samsung GSM GT-55200

INQ INQ1 THREE Samsung GSM GT-S7070

INQ INQ Mini 3G Samsung GSM SGH-T959 Vibrant (Android)
Jaga T20 Mobile watch Samsung GSM GT-E1070M

Jaga V788 Samsung GSM GT-E1170

Jaga V78C Samsung GSM GT-E2100B

Jaga K530i Samsung GSM M2710

KPN Hi Messenger Samsung GSM GT-C3110

Kyocera CDMA E3100 Samsung GSM GT-C3212

LG CDMA LG LG-230 (Bell) Samsung GSM GT-$3370

LG CDMA LG MX-380 Samsung GSM GT-C3630C

LG CDMA LG VS-740 Ally Samsung GSM GT-C3730C

LG CDMA LG VS-750 Fathom Samsung GSM GT-53930c

LG GSM LG GM205 Samsung GSM GT-S5150 Diva folder

LG GSM LG KG220 Samsung GSM GT-C5220

LG GSM LG GB230 Julia Samsung GSM GT-B5310 CorbyPRO

LG GSM LG GU292/GU295 Popcorn Samsung GSM GT-S5350 Shark

LG GSM LG GD300s Samsung GSM GT-55620 Monte/Onix

LG GSM LG GM360 Viewty Snap Samsung GSM GT-55630C

LG GSM LG GS500 Cookie Plus Samsung GSM GT-C6112

LG GSM LG KS500 Samsung GSM GT-16320C

LG GSM LG TU720 Shine Samsung GSM GT-C6625

LG GSM LG GD880 Mini Samsung GSM GT-S6700T

LG GSM LG GD970 Versace Samsung GSM GT-B7300 OmniaLITE

MTK Hi Messenger Samsung GSM GT-B7320 OmniaPRO

MTK China BlackBerry F006 Samsung GSM GT-B7330B Scala (Bell)
MTK K007 HKTEL Samsung GSM GT-B7330r Messenger (Rogers)
MTK Sciphone i9 Samsung GSM GT-18180C

MTK X100 XKSSTEL Samsung GSM GT-S8003 Jet

MTK ZONDA ZMKN110 Samsung GSM GT-S8500 Wave

MTK A300 NKTEL MACH Smart Phones/PDAs Android CDMA (Using Client)
MTK A300 NKTEL MAXUS Smart Phones/PDAs Android CDMA (Using Memory Card)
MTK S311 NONY Smart Phones/PDAs Android GSM (Using Client)
ModeLabs HUMMER HT-5 Smart Phones/PDAs Android GSM (Using Memory Card)
ModeLabs Versace GD970 Sony Ericsson SE Xperia X10 mini/E10i
Motorola CDMA Moto. MB810 Droid X (Android) Sony Ericsson SE Xperia X2

Motorola GSM Motorola WX395 Sony Ericsson SE J20 Hazel

Motorola GSM Moto. MB501 QUENCH/CLIQ XT (Android) Sony Ericsson SE Z320a

Motorola iDEN Iden i1 (Android) Sony Ericsson SEW715

Motorola iDEN Iden i885 Sony Ericsson SEW908C

Nokia GSM Nokia E55 Palm PALM Centro GSM

Nokia GSM Nokia 1202 Vodafone Vodafone 541

Nokia GSM Nokia 5802 XpressMusic Vodafone Vodafone 830i

Nokia GSM Nokia 6700 slide ZTE CDMA ZTE F350

Nokia GSM Nokia 6760 slide ZTE GSM ZTE Cute

Nokia GSM Nokia 6788 ZTE GSM ZTE Soft Stone/Link

Sagem Sagem P9522 Porsche ZTE GSM ZTE T2 EasyTouch Discovery 2
Samsung CDMA SCH-R250 ZTE GSM ZTET90

Samsung CDMA SCH-R360 ZTE GSM ZTET100

Samsung CDMA SCH-S379 ZTE GSM ZTE F102

Samsung CDMA SCH-U460 ZTE GSM ZTET165i Country
Samsung CDMA SCH-B519 ZTE GSM ZTET U210

Samsung CDMA SPH-M570 Restore ZTE GSM ZTE R220

Samsung CDMA SCH-R631 ZTE GSM ZTE F256

Samsung CDMA SCH-R700 ZTE GSM ZTET U720

Samsung CDMA SCH-R880 Acclaim (Android) ZTE GSM ZTE F951E

48 mobile devices added to Physical

LG GSM LG KG90 LG GSM LG F2400

LG GSM LG KG110 LG GSM LG F2410

LG GSM LG KP110 LG GSM LG F3000

LG GSM LGKG119 LG GSM LG L3100

LG GSM LG KG130 LG GSM LG C3300

LG GSM LG KP130 LG GSM LG €3320

LG GSM LG KP175 LG GSM LG C3380

LG GSM LG KP202 LG GSM LG C3400

LG GSM LG KG220 LG GSM LG S5000

LG GSM LG KG225 LG GSM LG S5100

LG GSM LG KG290 LG GSM LG S5200

LG GSM LG KG320 LG GSM LG P7200

LG GSM LG KG320S Motorola iDEN Iden i885

LG GSM LG KG328 Motorola iDEN Iden i1

LG GSM LG L343i Samsung GSM GT-18180C

LG GSM LG KG800 Samsung GSM SGH-S366

LG GSM LG C1100 Samsung GSM GT-B7330B Scala
LG GSM LG C1150 Samsung GSM SGH-T456

LG GSM LG L1150 Samsung GSM GT-C6112

LG GSM LG C1200 Samsung GSM GT-C6625

LG GSM LG G1600 Samsung GSM GT-B7300 OmniaLITE
LG GSM LG G1610 Samsung GSM GT-B7330r Messenger (Rogers)
LG GSM LG B2100 Sony Ericsson SE Xperia X2

LG GSM LG F2100 Dopod Dopod T8388

7 TomTom devices added to Physical

TomTom Go 630 TomTom Go 950
TomTom Go 710 TomTom Ease
TomTom Go 740 TomTom XXL 540
TomTom Go 750

34 Garmin devices added to Physical

Garmin Nuvi 200 Garmin Nuvi 765
Garmin Nuvi 200w Garmin Nuvi 780
Garmin Nuvi 205 Garmin Nuvi 855
Garmin Nuvi 205w Garmin Nuvi 1200
Garmin Nuvi 255 Garmin Nuvi 1240
Garmin Nuvi 255w Garmin Nuvi 1250
Garmin Nuvi 260w Garmin Nuvi 1300
Garmin Nuvi 265 Garmin Nuvi 1310
Garmin Nuvi 275 Garmin Nuvi 1350
Garmin Nuvi 285w Garmin Nuvi 1390
Garmin Nuvi 350 Garmin Nuvi 1490
Garmin Nuvi 360 Garmin Nuvi 1690
Garmin Nuvi 465 Garmin Nuvi 5000
Garmin Nuvi 500 Garmin GPSmap 620
Garmin Nuvi 550 Garmin GPSmap 640
Garmin Nuvi 680 Garmin Oregon 450
Garmin Nuvi 760 Garmin Zumo 550

42 devices added to File System Dump

Apple iPod Nano 5G Samsung CDMA SCH-R580 M4
Apple iPhone 4 Samsung CDMA SCH-R250

Cal Comp A410 Samsung CDMA SCH-R631

Casio C751 GzOne Samsung CDMA SCH-R631 (Ntelos)
Kyocera CDMA E3100 Samsung CDMA SCH-R700

LG CDMA LG UN-510 Samsung CDMA SPH-M570

LG CDMA LG MN-510 Samsung GSM SGH-T479 Gravity 3
LG CDMA LG VN-530 Samsung GSM SGH-T669 Gravity T
LG CDMA LG MX-380 Samsung GSM SGH-T669B

LG GSM LG GS505 Samsung GSM SGH-T359 :)

LG GSM LG GU292 Samsung GSM GT-56700T

LG GSM LG GU295 Samsung GSM GT-58500 Wave

LG GSM LG GD570 Samsung GSM GT-B5310

Nokia GSM Nokia 5030 XpressRadio Samsung GSM GT-S5350

Nokia GSM Nokia 2320 Samsung GSM GT-S3370

Nokia GSM Nokia 1202 Samsung GSM SGH-T559

Nokia GSM Nokia 1209 ZTE GSM ZTE F102

Nokia GSM Nokia 1650 ZTE GSM ZTE T2 EasyTouch Discovery 2
Nokia GSM Nokia 1661 ZTE GSM ZTET100

Nokia GSM Nokia 1662 ZTE GSM ZTET165i Country
Nokia GSM Nokia 2650 ZTE GSM ZTE F951E

16 devices added to Password Extraction

Cal Comp A410 LG CDMA LG AN-430

Casio C751 GzOne Samsung CDMA M4

Kyocera CDMA E3100 Samsung CDMA SCH-R250

LG CDMA LG UN-510 Samsung CDMA SCH-R631

LG CDMA LG MN-510 Samsung CDMA SCH-R631 (Ntelos)
LG CDMA LG VN-530 Samsung CDMA SCH-R700

LG CDMA LG MX-380 Samsung CDMA SPH-M570

LG CDMA LG LG-8575 Samsung CDMA SCH-R360

Software Download & Upgrade Instructions

UFED v1.1.4.7 An application update to Download
be installed on the UFED
unit

UFED Physical Analyzer v1.9 PC software handling Zip Download

analysis and decoding
of UFED Physical Pro,
Physical Dumps and File
System Dumps

UFED Report Manager v1.8.2  PC software handling Zip Download
reporting for UFED
extractions

UFED Supported Phones A data sheet consisting xls Download
of the phones that are
supported by the UFED
Logical System

UFED Physical Pro A data sheet consisting xls Download
Supported Phones of the phones that are

supported by the UFED

Physical system

Upgrade Instructions Provides application pdf Download
upgrade instructions for
the UFED unit

Contact details:

cellebrite HEADQUARTERS USA GERMANY
mobile data secured Cellebrite Ltd. Cellebrite USA Corp. Cellebrite GmbH
94 Em Hamoshavot St. 266 Harristown Rd., Ste. 105 Meinolfusstr. 25
Petah Tikva 49130 Glen Rock, NJ 07452 D-33165 Lichtenau
Israel USA Germany
www.cellebrite.com Tel: +972 (0)3 926 0900 Tel: (201) 848 8552 Tel: +49 (0) 52 92 931 792

sales@cellebrite.com Fax: +972 (0)3 924 7104  Fax: (201) 848 9982 Fax: +49 (0) 52 92 931 793


http://www.ume-update.com/UFED/1147_UFED.zip
http://www.ume-update.com/UFED/UFED_PA_v1_9_0.zip
http://www.ume-update.com/UFEDManager/Setup_UM182.zip
www.cellebrite.com/releases/PhonesList_1147_UFED.xls
www.cellebrite.com/releases/UFED Physical Pro v1147 Phones supported.xls
http://www.cellebrite.com/ufed-support-center/downloads/doc_download/33-ufed-application-upgrade-via-usb.html

